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ABSTRACT

Online assessment in medical education is relatively new and there is a paucity of literature available on this topic. The objective of this 
scoping review was to conduct a systematic search of the published literature on the challenges of conducting online assessments in 
undergraduate medical and dental curricula. The literature was searched in the recommended electronic databases. The search terms 
used were “online assessments, e-assessments, computer-assisted assessments, online assessment challenges and opportunities, online 
assessments in medical education, reliability and validity of online assessments, and online assessments during COVID-19 pandemic” in 
PubMed Central, Google Scholar, Wiley Online Library, SpringerLink, and Ovid. After screening, 21 full-text articles were included in this 
scoping review. The data were charted independently and synthesized to present the findings.

Most of the studies included in this review were published in the year 2020 and 2021(till September). Half of the studies (50%) reported that 
cheating and plagiarism are the most common challenges in online assessments, while a similar number of studies highlighted the issues 
faced by the teachers in making and conducting online assessments. Similarly, 22% of the studies emphasized the concerns raised by the 
students, while another 22% reported the technical and financial issues faced by the institutions in conducting online assessments. It was 
revealed that during COVID-19 the biggest challenge for the educational system was to switch to online assessments, as the educational 
system was not ready for it. Few studies (16%) reported that the issues of reliability and validity of online assessments are still to uncover.

This scoping review may help to lay the foundation for more empirical future studies on the challenges of conducting online assessments 
in the undergraduate medical and dental curricula in Pakistan.
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Introduction
Assessment is the heart of medical education and a core 
component of learning. It is a fundamental part of an educational 
experience and students cannot spare themselves from the 
effects of poorly designed assessments.1 Due to the expanded 
growth and penetration of new digital technologies and the 
Internet, the opportunities for adopting online assessment 
methods are increasing.2 The purpose of online assessment 
is not different from traditional assessments, both are used 
to assess whether the students have achieved the learning 
outcomes or not, to provide effective feedback to students, 

and for grading or awarding degrees and certifications to 
students.1 Online assessments mainly focus on three domains 
of learning, i.e., cognitive, affective, and behavioral.3 Online 
assessment tasks, if designed appropriately, have the potential 
to assess students’ understanding, knowledge, and skills.4 
The advantages of online assessments are that it provides 
instant feedback to learners; instant monitoring of students’ 
performance is possible; less or no paperwork is needed; and 
automated marking not only reduces the burden on the faculty 
and administration but also turns out to be time effective.1

In medical education, the assessment is mostly conducted 
offline because it is experiential learning and most 
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assessments are carried out using direct observations.1 
Online assessment is mostly used for formative purposes in 
medical education whereby effective feedback is provided to 
the students to improve their learning.1 There are multiple 
methods used for formative online assessment; some of 
these are short answer questions, true or false questions, 
multiple-choice questions (MCQs), and matching questions. 
The most commonly used tool is MCQs.5 For summative 
purposes, online assessments are restricted to “digital 
portfolios.”1 Online assessment should be designed in such 
a way that it encourages a deep approach to learning in 
students.6 The application of online assessment depends 
on how assessment results are used to enhance students’ 
learning, including the mode of feedback to the students and 
adjustment and revision of teaching strategies to respond 
to students’ learning needs and issues.3 But the current 
COVID-19 crisis, throughout the world, has opened the 
doors for online assessments in all professions, including 
medicine.1 In the medical profession, it is not possible to 
assess every domain online but an attempt can be made to 
assess a larger part through online assessments during this 
crisis period.1 Online assessment in medical education is 
relatively new.1 Most of the faculty and medical students are 
not aware of the mechanisms and strategies of delivery of 
online assessments, therefore requiring appropriate relevant 
training of the faculty and students.1 There is also a lack of 
a reasonable number of published research data on this 
topic, which leads to the slow adoption of online assessment 
methods in the medical profession.2

Some countries with advanced technology and people 
having great command of information technology (IT) are 
already working on e-learning, but it is a huge challenge to 
introduce an online learning system in a third-world country 
like Pakistan. The biggest challenge was the lack of proper IT 
support along with training of the staff.7 In Pakistan, it was 
a whole new experience even for the teachers to deliver 
the lectures and conduct assessments online. There were 
no proper guidelines or training provided to the teachers or 
students, and Internet issues, especially in rural areas, were 
a huge obstacle.8,9 
Like many other countries, the universities in Pakistan also 
opted for Zoom, Microsoft Teams, and other software for 
online learning to facilitate the students, but the medical and 
dental students were unable to attend the clinical training 
component through such tools, thus raising a grave concern 
regarding their competencies.10

This scoping review enables us to understand the challenges 
that arise during the conduction of online assessments in 
undergraduate medical and dental education in Pakistan. 
A systematic search of the published literature on the 

challenges to conduct online assessments in undergraduate 
medical and dental education was carried out to identify 
and address the local challenges, thus attempting to run 
and implement the online assessment smoothly among our 
institutes.

Methods
The methodology of this scoping review was based on the 
framework outlined by Arksey and O’Malley that is cited in 
literature.11, 12

Identifying the research question

The research question guiding this scoping review is “What 
are the challenges for the institutions and faculty for 
conducting online assessments in undergraduate medical 
and dental education?” 

Identifying relevant studies

A robust search was carried out to search the relevant studies 
on this topic. Data were searched using recommended 
electronic databases: PubMed Central, Google Scholar, Wiley 
Online Library, SpringerLink, and Ovid. The authors initially 
selected 38 articles published on the online assessment 
from 2012 till September 2021 (Figure 1). The search terms 
used were “online assessments, e-assessments, computer-
assisted assessments, online assessments challenges and 
opportunities, online assessments in medical education, 
reliability and validity of online assessments, online 
assessments during COVID-19 pandemic.” These terms 
were taken from medical subject headings. All the searched 
articles were collected in Mendeley software. Duplicate 
citations were removed manually.  

Study selection

The researchers included cross-sectional studies, both 
quantitative and mixed methods. The inclusion criteria 
were the articles written in English language, both review 
and original articles with full text available. Books, book 
reviews, commentaries, letters to the editor, newspapers, 
dissertations, and conference proceedings were excluded. 

Charting the data

The data were charted independently. Arksey and O’Malley’s 
“descriptive analysis” approach was applied to data 
extraction, summarizing information from the selected 
articles and recording the data. This helped to analyze the 
selected articles through a common framework. The review 
process was iterative, i.e., the authors added and edited 
rows as necessary throughout the process. The general 
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characteristics of studies included in this review are given in 
Table 1.

Collecting, summarizing, and reporting results

The results were collated, summarized, and reported. 
Furthermore, the information extracted from the studies 
were refined systematically into manageable groups.

Figure 1. This bar chart shows the number of studies included in the review that were published from 2012 
till September, 2021

Table 1. General characteristics of the studies included in the review.

Characteristic Number (n = 18) Percentage 

Publication type

Original article 19 90

Review article 2 10

Place of publication

United Kingdom 5 23

United States of America 4 19

Pakistan 3 14

Saudi Arabia 2 9

Australia 2 9

China 1 04

India 1 04

Oman 1 04

Norway 1 04

Indonesia 1 04

Specialty

Education 10 47

Educational technology 5 24

Biomedical sciences 3 14

Medical 3 14
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Results
The researchers retrieved a total of 38 articles by using 
5 electronic databases, out of which 9 (24%) articles were 
from PubMed, 10 (26%) from Google Scholar, 9 (24%) from 
Wiley Online Library, 5 (13%) from SpringerLink, and 5 (13%) 
from Ovid. Six duplicate articles were removed manually 
(n = 32). Twenty-nine articles were identified after the first 
round of screening for title and abstract. However, five 
articles containing irrelevant and insufficient information 
were excluded (n = 24). In the second round of screening, 
articles were assessed for eligibility based on full text and 
26 articles were retrieved. Five articles were excluded 
during data extraction because of disconcordance with the 

inclusion criteria (n = 21). Finally, a total of 21 relevant, full-
text articles were included in this scoping review according 
to the Preferred Reporting Items for Systematic reviews and 
Meta-Analyses extension for Scoping Reviews (PRISMA-ScR) 
guidelines (Figure 2).
About 50% of the studies included in this scoping review 
revealed that the most commonly reported challenges in the 
online assessment were cheating and plagiarism. About 55% 
of the studies highlighted the issues faced by the teachers 
in making and conducting online assessments; 22% of the 
studies confirmed that students’ performance is affected 
during online assessment due to technical problems and 
lack of digital skills and students feel stressed and anxious. 
Another 22% of the studies reported the challenges faced 
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Figure 2. PRISMA-ScR flow diagram demonstrating the articles selection process. 
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by the institutions which also included the huge financial 
burden on the institutes for conducting online assessments, 
while 33% of the studies highlighted the technical and 
electrical challenges due to different reasons while retaining 
the online connections during online assessment. A study 
revealed that it was the biggest challenge for the educational 
system to switch to online assessments during COVID-19, as 
the educational system was not ready for it. Furthermore, 
16% reported that the issues of reliability and validity of 
online assessments are still to uncover.
This scoping review reveals a developing body of literature 
outlining the challenges of online assessments in medical 
education. According to the literature reviewed, the most 
commonly reported challenge in online assessments is the 
issue of academic misconduct which includes cheating and 
plagiarism.1,4,5,13-16 The increase in cheating and plagiarism is 
due to the ease of copy and paste options, the easy access 
to the cheating literature, the students can easily purchase 
materials and then claim it as their own work, etc.13,14 To 

prevent or avoid fraud in online assessments is a main 
challenge.17 Most of the teachers do not have a clear concept 
and understanding of the nature of online assessment.3 

Teachers find it very difficult to assess affective domains 
and skills through online assessment.1 Designing online 
assessments is very time-consuming for the teachers6 as most 
of them do not have the necessary digital skills to deliver, 
conduct or manage feedback to a large number of students 
at a time during online assessment.18,15 It is challenging for 
a teacher to solve a student’s problem which may be either 
due to software or hardware malfunctioning or inability to 
understand the question or the supporting material during 
online assessment.15,19,20 Most of the teachers show resistance 
to adopting online assessment methods, particularly for 
high stake summative exams 21 as they do not trust the 
results of online assessments.22  Students suffer from anxiety 
during the online assessment because of the apprehensions 
related to the technical issues that adversely affect their 
performance.2,4, 6,14 The biggest challenge for an institution 
in online assessment is to protect assessment from viruses 
and hackers1 and to ensure data secrecy and authentication 
of student’s identity and maintaining his/her privacy as the 
student is not face to face.1,6,13,16,13 The huge cost of online 
assessment is a burden on the institutions as it requires a well-
established infrastructure setup, servers, software licenses, 
well-trained support staff, a large number of electronic 
devices, and adequate space.1,11,19,22,23 Online assessments 
may also result in breach in security and loss of data which 
is potentially disastrous.23 Students can deliberately crash or 
break their Internet connection to gain extra time or to retake 
an assessment.6 The objective of this study was elaborate 
the issues and challenges faced by the academic community 

in the field of medical and dental teaching and assessment 
in the local and international context. More studies can 
further explore the impact, reliability, and validity of online 
assessment in medical education.2,21,24 
This study concludes that the majority of the developed world 
has progressively shifted or is in a process to shift to online 
assessment because of adequate resources. Developing 
countries like Pakistan are still struggling to shift their 
academic activities to online learning mode; however, this 
transition appears tremulous and less productive. Medical 
and educational institutes in Pakistan, during the COVID era, 
were not prepared to embrace this demand due to the lack 
of adequate material, facilities, and training of the teaching 
faculty. The study highlights the challenges identified that 
should be sought out for the smooth implementation of 
routine online assessments and to enhance the quality of 
online teaching from the experiences of the developed 
world.

Limitations of the study
The scoping review does not provide answers to a specific 
question or give a synthesized result; it only provides an 
overview of the available literature. Furthermore, the paid 
articles without full texts and the articles in a language other 
than English were not retrieved. The quality of published 
articles included in the study was not assessed, except for 
their availability in the recommended search engines.

Future recommendations
•  Studies should be conducted on how to achieve 

academic integrity in online assessments in the medical 
profession in Pakistan.

•  Studies should be conducted on the reliability and 
validity of online assessments in medical education in 
public and private sector medical universities.

•  Additional studies should be conducted to compare 
online assessments with face-to-face assessments in 
medical education in Pakistan.
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